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knowledge
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At home in 50 countries

Active in 100 countries

Full-time employees worldwide 

Million euros revenue

50

100

11,276

1,282.4

In brief

As a recognised technology service provider, we are the global byword for security and trust, 
neutrality and quality. At the same time, we have the digital future � rmly in mind. Independent 
engineers and IT security professionals o� er excellent solutions for safety, security and quality 
and an outstanding competitive position. At home in 50 countries and active in over 100, our work-
force of more than 14,000 employees support companies in the exercise of their responsibility 
for people, technology and the environment. We have accompanied every industrial revolution 
and have participated in the development of globally recognised safety standards – and we 
are now also playing our part in making the world safe and secure in the digitally networked age.



Everything is connected

Lennart Klüppel is an expert in wind 
energy, and Ingo Sonnenberg in con-
ventional power plants. They share 
their insights into the future of energy.

Joining forces

Much of what comes out of the 
TÜV NORD GROUP is based on inter-
disciplinary cooperation. We spoke 
to some of our teams and asked 
them for their secrets of successful 
cooperation.

Side by side

Without intelligent measuring systems, 
the energy transition in Germany will 
amount to nothing. TÜViT and EMH 
metering teamed up to put such a system 
through the certi� cation process.
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For us, dialogue and knowledge, communication 
and progress are inseparable. They are the driving 
force behind our actions, and we use them to 
take responsibility — for people, technology and 
the environment. Worldwide, for over 150 years.





Dialogue is the stu�  of shared ideas and o� ers 
the best results. It is the only way to open up new 
perspectives and broaden the scope for sustain-
able solutions. Without it, successful innovation is 
impossible. Social and economic change is 
particularly visible in the way we communicate 
with each other.





Dialogue creates the trust which gives rise to strong 
networks – for the bene� t of our customers and 
partners: intelligent connectivity – the networking 
of people, content, technologies and products – is 
fast becoming an important success factor. Our 
job is to make sure that everything is safe. And we 
talk about this among ourselves every single day.



EVERY-
THING IS 
CONNECTED
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On a site � fteen kilometres east of Hanover, the 
past and future of Germany’s energy supply nestle 
cheek by jowl. Right next to the Mehrum power 
plant, which burns 240 tonnes of coal a day at full 
capacity and generates 750 megawatts of power, 
about a dozen wind turbines are to be found which, 
on this day, are spinning particularly fast. The wind 
they are harnessing here is supplying the electricity 
of the future; whereas the power plant, which is to 
be shut down in 2021, represents the energy supply 
of the past – this, at least, is what a super� cial 
acquaintance with the topic would appear to tell 
you, wherever you look. But if you talk to Lennart 
Klüppel and Ingo Sonnenberg of TÜV NORD, 
things quickly get put into perspective. The former 
is an expert in load and safety technology in wind 
energy; in contrast, the latter’s � eld of expertise is 
in steam and pressure generation in coal, waste, 
lignite, gas and oil boilers. Both experts say that not 
everything is as simple as it seems. They share 
their insights into the future of energy.

EVERY-
THING IS 
CONNECTED
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Mr. Klüppel, in 2019, wind energy generated more power than any other source in 
Germany for the � rst time. Do you think this is going to continue?
Lennart Klüppel (LK) Yes, the share of wind will grow, but it won’t do so infinitely. Wind 
energy has great advantages: it is regenerative, and the only carbon emissions come from 
the construction of the turbines. On the other hand, however, it fluctuates – it obviously only 
gets produced when the wind blows. Which is why we always need to look at it in context.

What do you mean by that?
LK Wind turbines alone are not capable of providing a baseload; in other words, they 
can’t guarantee to cover 100% of energy supply needs at all times. When it’s very windy 
at night, for instance, a lot of power can be fed into the grid which isn’t needed at that 
time by private or industrial customers. Conversely, when the wind drops, there may be 
too little electricity for industrial or private customers, for example. This shortfall can’t 
currently be compensated for by energy from photovoltaic or biomass plants.

What happens in such phases?
Ingo Sonnenberg (IS) The wind turbines currently get switched off, but this isn’t very 
efficient. Because of this, we’re left with two options: we need to either store the electricity 
or transport it to where it’s needed.

How do things currently look?
LK In the case of the grids, there should be a pan-European solution, but there’s no current 
prospect of one. High- and low-pressure areas are always very large, which also means 
that it’s always either stormy or dead calm somewhere in Europe. So, you’d have to move 
energy across the entire continent. To do this, we would need large interconnected grids 
to compensate for fluctuations and provide capacity for everyone. But the disadvantage of 
these is that transferring electricity always results in losses. On the other hand, you have 
storage, for which various approaches are being worked on – for example, using electric 
cars, large batteries or compressed air storage. Another promising concept is power-to-gas.

Lennart Klüppel (33, right) works as an expert for TÜV NORD, the world’s 
second-largest certi� er for wind energy, evaluating wind turbines under 
construction as well as new types of turbine that are currently being 
developed. To do this, he analyses plans, runs load simulations on his 
computer and scrutinises the operational management – the brain of the 
plants – and the safety systems.

Ingo Sonnenberg (42) works at TÜV NORD in the conventional power 
plant field. He monitors the safety of plants in the Braunschweig, 
Salzgitter and Wolfsburg region. As an expert in recurring tests, he 
knows the turbines and pressure vessels of the existing plants very 
well, having inspected them himself during site visits, but is also often 
involved as a technical tester in the desk work that goes into the 
planning of new buildings.
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What does this mean?
LK The energy from wind power, for example, can be used to produce hydrogen through 
electrolysis. This can then be methanised into gas by adding CO₂ which is produced in 
industrial processes or extracted from the air. A particularly attractive scenario would be 
if the CO₂ required were to come from gas-fired power plants in which methane is burned. 
This would create a very sustainable cycle. 

IS Here, you can see the synergy effects. We use CO₂ emissions to become more ecological 
and also more efficient. The gas produced can be fed back into the natural gas grids and 
used in conventional power plants for electricity and heat generation. If the energy for 
this comes from renewable sources, that’s also good for the climate. 

That sounds logical. Is the technology mature?
IS It’s being tested in pilot and research plants, but the energy can’t yet be converted 
cheaply enough. Investments in a plant haven’t yet paid off because, unlike wind or solar 
energy, there aren’t any subsidies. The science tells us that this kind of storage should 
be invested in, but the policymakers haven’t yet caught on. Sooner or later, however, 
this will have to happen if we’re going to solve the storage problem associated with the 
new technologies. 

Mr. Sonnenberg, you and your colleagues know conventional power stations very well.
Do you think integrating them into this kind of new system will work? 
IS Yes, the plants we’re testing can do this just fine. Incidentally, they’re also becoming 
more efficient and emitting much less pollution than used to be the case. There’s also 
enough capacity in the gas caverns to store the fuel for months. And it makes no dif-
ference in technological terms whether you burn natural gas or gas produced by water 
electrolysis and using green electricity. 

“For me, it’s a very realistic 
prospect that Germany will have 
completely switched to renewable 
energies by 2050.”
L E N N A R T K L Ü P P E L 
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At the moment, however, this solution isn’t yet in sight.
IS No, that’s why we need conventional coal or gas-fired power stations. But it’s very 
exciting to keep thinking outside the box. We’re very well positioned for the future 
and have our own teams for all kinds of technologies, including storage solutions and 
hybrid grids. 

LK The Renewables division of TÜV NORD is currently in the process of moving from TIC 
to TICCET, i.e. Testing, Inspection, Certification, Consulting, Engineering and Training. 
However, we keep these areas completely separate. At the same time, we’re all looking 
at new technologies by reading specialist literature, attending conferences or swapping 
ideas with colleagues from the other departments. Even if this doesn’t always have a 
direct effect on our daily work, we both have a good few years of work ahead of us, so 
there’s no doubt that we’re going to witness some major upheavals. 

Are there already plants that didn’t exist when you started your career? 
LK A lot has been done in recent years. For example, I saw a hybrid solution at first 
hand the other day. The energy generated by a wind turbine was being used to operate a 
connected pumped storage plant. This arrangement made it possible to use surplus wind 
energy to pump the water uphill to allow it to be used to drive a hydroelectric turbine to 
generate electricity during windless periods. 

Do you see things the same way, Mr. Sonnenberg?
IS Our primary focus is on the plants we currently have, but we need to be very flexible. 
After all, policymakers are setting us targets that can sometimes change at the drop of 
a hat. For example, we were inspecting a power plant whose decommissioning had been 
postponed to 2030; millions were then invested in upgrading the systems, but a year 
later the whole thing was shut down. There’s an awful lot of uncertainty.

“It makes no difference 
in technological terms whether 
you burn natural gas or gas 
produced by water electrolysis 
and using green electricity.”

IN G O S O N N E N B E R G 
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The phasing-out of coal will also a� ect you. 
IS Absolutely, especially as the operators aren’t being coerced into shutting plants down. 
They can apply for funding to allow them to shut the plants down in increments. There 
are also power stations which will continue to be profitable in the future if, for example, 
they’re located close to large residential areas and the waste heat can be used to supply 
households. Because of the shutdowns, however, we also have a relatively large number 
of new power plants to replace the coal-fired ones.

Yours, on the other hand, is a growth area, Mr. Klüppel, isn’t it?
LK Yes, absolutely right. We have 30 years of experience in wind energy, and our de-
partment has almost doubled in size since I started just six-and-a-half years ago. We’ve 
grown to a total of about 100 employees and expect this trend to continue, even if the 
wind energy companies are currently in a consolidation phase. 

Will the energy supply of the near future remain mixed? 
IS There’s no other choice. Just look at energy-intensive industries like the car industry or 
even a sugar factory: They need steam to make their products, and conventional boilers 
are still needed for this at the moment because the production of steam with electricity 
from renewable energy sources isn’t yet economically viable. As I said, power-to-gas, for 
example, is an obvious way to do this, simply because it’s very quick and flexible to start 
up gas-fired power plants. However the conventional division is becoming a niche product.

LK For me, it’s a very realistic prospect that Germany will have completely switched 
to renewable energies by 2050. The consulting firm McKinsey estimates that, by then, 
three-quarters of the world’s energy production will come from renewable sources, even 
if consumption should double to 50,000 terawatt hours. As Mr. Sonnenberg says, we’ll 
still see power stations that burn gas – but the source of the energy will be sustainable.
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Joining 
forces
Virtually everything that comes out of the TÜV NORD 

GROUP has team spirit at its heart. Many projects 
involve the coming together of di� erent people and 
cultures; entire business units as well as companies 

at home and abroad are joining forces in various shared 
endeavours. But how do they manage to share their 

knowledge, pool their energy and master  challenges? 
We’ve been exploring what it takes to make a 

 successful team.
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The photovoltaic sector is booming like 
virtually no other industry: The cumulative 
installed nominal capacity of photovoltaic 
systems has increased worldwide from 15 to 
505 gigawatts within 10 years.

16

D I A L O G U E  E N H A N C E S  K N O W L E D G E



Solar modules as far as the eye can see. A global team of photovol-
taic specialists has installed some 400,000 panels in the middle of 
the Egyptian desert. In Benban, about 650 km south of Cairo, the 
gigantic solar power plant comprises two 50-megawatt plants. To 
enable it to manage a construction project of this size, TÜV NORD 
Egypt positioned itself along a broad front. The cooperation was 
international, and each role clearly assigned: TÜV NORD Egypt 
took on the project management and monitored the planning and 
construction work on site on a day-to-day basis; TÜV India’s tasks 
were design review, performance monitoring and plant inspection; 
and TÜV HELLAS from Greece certified the photovoltaic system. 

As V Viswanathan, Senior Vice President, Infrastructure and Renew-
ables, reports: “TÜV India has a great deal of technical expertise in 
the renewable energy sector. When TÜV NORD Egypt asked us for 
help, we offered training on a team-to-team basis. Our aim was to 
transfer specific knowledge to expand the solar sector in Egypt.”

“Eight engineers and managers worked flat-out here for a whole 
year,” says Stavros Togias, Head of Renewables at TÜV HELLAS. “For 
the sake of efficient teamwork, we even developed our own software 
tool and a virtual data room. This allowed us to reconcile about 500 
documents in just four months just to verify and approve the plant. 

Teamplay in the desert

Mohamed Gad, Senior Electrical Engineer at TÜV NORD Egypt, is 
proud to have been involved in the world-class project: “My learning 
and performance curves were both incredibly steep. Things were 
tricky in the team to start with because we all came from different 
cultures and language areas. But we quickly managed to get over 
this obstacle. At the end of the day we worked closely together for 
a year and even lived together in a single building – like a family. I 
think it takes a certain kind of harmony in the team for a project 
in this format to succeed.” 

“The greatest challenge came in the middle of the construction 
phase,” V Viswanathan reveals. “When the central project manager 
stepped down, everyone was really concerned. But our project pro-
ceeded smoothly thanks to the intervention of a skilled senior team 
member. The collaboration of everyone involved was exemplary.”

“Bringing different cultural mentalities together is a major chal-
lenge,” Stavros Togias agrees. “But the strong project management 
provided by TÜV NORD Egypt gave our team play a huge boost. And, 
from the very beginning, we had one shared language: that of in-
ternational technical standards. This was like a bridge between us.”

Stavros Togias

Head Renewables, 

TÜV HELLAS

V Viswanathan

Senior Vice President, Infrastructure 

and Renewables, TÜV India

Mohamed Gad

Senior Electrical Engineer, 

TÜV NORD EGYPT
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For everything from smartphones and soya drinks to renewable 
energy sources, TÜV India has been offering companies the op-
portunity to test their products, meet international standards 
and acquire valuable certifications in its state-of-the-art testing 
facilities for over ten years. “Our level of expertise is high. But the 
demands on our laboratories became higher still when one of the 
world’s largest tyre manufacturers, Apollo Tyres, approached us 
with a commission to test its special sensors,” says Manish Bokade, 
Head of the Product Testing Laboratory at TÜV India. The sensors 
guarantee maximum tyre quality and, at the same time, collect 
data for innovative product developments. “For such a special 
contract, we really needed to further develop our existing EMC 
testing facilities. And to do that, we brought in reinforcements. 
From experience after screening sister companies in the TÜV NORD 
GROUP, we were sure that ALTER TECHNOLOGY SPAIN (ATN) could 
offer exactly the right expertise.”

As Rafael Rodríguez at ATN recalls: “Our collaboration began in 
August with a two-day kick-off event. Our Indian colleagues took 
a close look at the test facilities here in Madrid. Together we ana-
lysed the performance spectrum of our two laboratories – coming 
to the conclusion that we complemented each other outstandingly 
well. We’re now developing a solution in the team that is precisely 
tailored to the needs of the tyre manufacturer.” Manish Bokade 
adds: “Even though it took a certain amount of time for us to adapt 
to the language differences and harmonise our work processes, 
personal meetings and regular dialogue are helping us make steady 
progress.” And Mr. Bokade sees great potential for the future: “The 
transfer of know-how between TÜV India and ATN has been aston-
ishing. As a team, we can achieve a higher level of performance 
and offer a broader portfolio. And our customers will continue to 
benefit enormously from this in the future.”

Manish Bokade

Head of the Product Testing Laboratory, 

TÜV India

Rafael Rodríguez

Certi� cation & Testing business unit Director, 

ALTER TECHNOLOGY SPAIN

Concentrated know-how for smart tyres
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Tyres have a signi� cant impact on how cars 
perform on the road. The right tyre ensures 
good traction and low rolling resistance – 
resulting in enhanced safety and reduced fuel 
consumption.
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Silicon is the basic material in many sensor 
and other micromechanical systems: for 
example, in the electrical units and display of 
a smartphone, but also as an elementary 
component of most solar cells.
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Andreas Backs

Auditor in the Sustainability department /

Project Manager, 

TÜV NORD CERT

Dr. Andreas Hucke

Project Manager, DMT

Whether or not salmon comes from sustainable fishing is revealed 
by the MSC seal. An FSC label shows if paper comes from respon-
sible sources. But more and more consumers are wondering where 
the raw materials in their smartphones actually come from. How 
and under what conditions have people extracted and processed 
them? Human rights are often not respected in the extraction 
of raw materials, which is also harmful to the environment and 
sometimes even illegal. Global retail chains make it difficult to 
trace raw materials with 100% accuracy. And this is exactly where 
the team of experts from DMT and TÜV NORD CERT has come to 
the fore – in cooperation with three European universities and a 
Swedish research team. “Together we’re developing the new ‘CERA’ 
(Certification of Raw Materials) label with the aim of establishing 
it as a globally valid certificate. This provides transparency by 
offering information on the sustainable extraction and origin of 
all mineral raw materials,” explains Dr. Andreas Hucke, who is 
considered the initiator of the project and also manages it at DMT. 
The pilot phase started in December 2019, with the global launch 
scheduled for 2020.

And how is the teamwork going? “Like yin and yang, our skills 
complement each other,” Dr. Andreas Hucke says with a laugh. 
“DMT is highly qualified in the mining sector, and TÜV NORD CERT 
has the certification expertise. And yet, even though we’re near 
neighbours in Essen, there used to be hardly any contact between 
us. The synergy potential has practically been on our doorstep all 
along – but you still have to recognise it and put energy into it.” “To 
exploit this potential, we communicate very openly,” says Andreas 
Backs of TÜV NORD CERT, describing the cooperation.

“For a Europe-wide team with six partners, it’s extremely important 
to have frequent exchanges of ideas and information. This is the 
only way we can see how the project is progressing, discuss new 
ideas and avoid duplications of work on the same task. Dialogue 
doesn’t only enhance our professional expertise. It also requires 
you to develop and refine a characteristic that’s fundamental for 
team players: emotional intelligence.”

New label for sustainable raw materials
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Mónica Rodríguez

Engineer,

ALTER TECHNOLOGY SPAIN

Juan Barbero

Project Manager and Technical Manager, 

ALTER TECHNOLOGY SPAIN

Readers who are familiar with self-driving cars may have heard 
of the LIDAR scanner. It works rather like a radar that covers the 
traffic on every side of the car. ALTER TECHNOLOGY SPAIN (ATN) 
is now using this optical measurement method in its ambitious 
HOLDON project to investigate the causes and consequences of 
global warming caused by greenhouse gases. This is because, with 
the aid of laser beams and high-precision photo diodes, LIDAR 
technology can also measure gas concentrations. And because the 
remote sensing of the Earth’s atmosphere requires measurements 
that are only possible from space, a team of experts is needed. 
For ATN engineer, Ms. Mónica Rodríguez, this has opened up new 
horizons: “So far in my career I’ve worked in small teams, but seven 
European partners are cooperating here, all of which are world 
leaders in various areas associated with LIDAR missions. All their 
expertise and skills have been pooled in HOLDON.”

Juan Barbero, Project Manager and Technical Manager at ATN, 
reports on the immense synergy effect: “Working as a team we’re 

achieving goals that are greater than the sum of our individual 
achievements. In my view, you need two stable pillars for suc-
cessful teamwork: the know-how that someone actively brings 
to the project and the trust you place in each other. It helps a lot 
to to be as familiar as possible with the areas of expertise of the 
others. This is one of the functions of our annual team meetings. 
In my experience, however, conversations about private things, 
such as studies or family, also help generate the trust you need 
to work together.”

“To ensure that we always share the latest progress in the project, 
we have video conferences once a month,” adds Ms. Rodríguez. 
“Talking to experts from other disciplines doesn’t just have a 
massive learning effect. We also often develop new ideas together 
which can then be implemented even more easily in the team. 
Our strength is the interdisciplinary nature of the team. For us, 
‘together’ is the only way to achieve our goal: to launch the first 
greenhouse gas LIDAR.”

Greenhouse gas monitoring from space
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In the future, satellites won’t just help to 
identify emitters of air pollutants but will 
also be able to precisely measure the 
greenhouse gases which are currently still 
being inventoried: According to UN rules, the 
amount of natural gas or coal, for example, 
burned per year has to be calculated, as do 
the resulting emissions.
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The Digital Economy and Society Index 
shows how far digitalisation has progressed 
in an individual country. Germany is only 
slightly above the European average in 
the current ranking. One reason for this is 
the strict data protection regulations.
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Wolfhardt Werner

Head of Driving Licence Competence, 

TÜV NORD Mobilität

Renate Bartelt-Lehrfeld

Ministerial Councillor and Head of Unit, 

Federal Ministry of Transport 

and Digital Infrascructure

“Please get your mobile so we can check your driving licence.” These 
are words that drivers are likely to hear more often in the near 
future. The idea of a digital driving licence sounds obvious – after 
all, who really wants to have to carry all their papers with them? 
But providing highly sensitive data and official identification doc-
uments on your smartphone is a revolutionary step. “Not only do 
you need the right hardware and software here, but the authorities 
have also got to play along and be involved in the development right 
from the start,” explains Wolfhardt Werner, Head of Driving Licence 
Competence at TÜV NORD Mobilität. “The first step in our project 
is to focus on a ‘provisional driving licence’. After all, just for the 
short period between passing the test and getting your physical 
driving licence, we currently need 250,000 to 300,000 documents 
as evidence each year. This is a real logistical challenge. A digital 
version could be created and issued much more efficiently. This is 
also not without its challenges, of course: what happens if you have 

technical problems or the phone signal is poor? How can a driving 
licence be withdrawn in the event of an administrative offence? It’s 
to answer these questions that we pooled our resources: our team 
consists primarily of the Federal Ministry of Transport and Digital 
Infrastructure (BMVI) and the consortium of the TÜV | DEKRA arge 
tp 21 and TÜV NORD Mobilität notified technical inspection bodies.”

Renate Bartelt-Lehrfeld, Ministerial Councillor and Head of Unit at 
the BMVI, describes the issue from her point of view: “The digital 
evolution of the driving licence is being pulled different ways by the 
law, the technology and administrative needs. However, thanks to 
our early and close coordination with TÜV NORD and the inspection 
organisations, we’re getting closer and closer to the solution. We 
regularly exchange ideas and have developed a process which has 
already proven itself in other projects. We want a result that benefits 
everyone – from the testing centre to the successful learner driver.”

Driving licence on your smartphone
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Jens Ringe

Head of Industrial Academy, 

Airbus

Frank Finster

Head of Aviation Department, 

TÜV NORD Schulungszentrum

Demand for well-trained Airbus aircraft mechanics is growing. 
But while you can acquire the theoretical knowledge anywhere, 
specialised practical training needs a hands-on approach – one that 
involves real aircraft parts. And this is exactly what participants 
in the Airbus training scheme will find in the huge hall of the TÜV 
NORD Schulungszentrum in Hamburg. Here, parts of the main 
structure of an A300, the entire upper shell of an A320 and various 
other aircraft parts are available to them. Ideal conditions are in 
place to acquire the necessary qualifications in aircraft construction 
– ranging from surface protection to maintenance and assembly of 
the whole structure. And TÜV NORD is providing not just the hall 
with its training objects but also well-trained instructors to boot. 

“In 2011, we responded to Airbus’ first request and, following 
certification of the trainers by the Airbus Group, concluded a 
cooperation agreement. We started small but grew strongly and 
are practically fully booked for 2020,” says Frank Finster, Head of 
the Aviation Department at the TÜV NORD Schulungszentrum. “For 

me, team play has always been part of my job, but our cooperation 
with Airbus needs even closer coordination. This is because you 
get constant technical innovations and new requirements, meaning 
that our courses and trainers also need permanent updates. We’re 
working with Airbus to develop these as we go along. We also all 
work together like clockwork in the coaching team.”

A sentiment that Jens Ringe, Head of Industrial Academy at Airbus, 
echoes: “I very much appreciate our collaboration with Mr. Finster. 
He and his team are open to new issues and changes. And, above 
all, they contribute new ideas and are also there when things 
start to get tight. This is why the Industrial Academy has been 
working successfully with TÜV NORD for years.” Frank Finster 
agrees: “When there is complete trust, dialogue becomes a very 
simple matter. We also provide Airbus with feedback on course 
content and participant performance. This constant connection is 
an important stabilising factor in the rapidly changing aviation 
sector. Who knows, maybe that's our secret of success.”

Training under real conditions

26

D I A L O G U E  E N H A N C E S  K N O W L E D G E



Even a relatively small Airbus like the A320 consists 
of more than three million individual parts. To ensure that 
the aircraft works reliably and to avoid accidents, the 
planes are regularly serviced and the safety-relevant parts 
replaced at set intervals.
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Markus Wagner | Stephan Slabihoud

from TÜViT

Dr. Peter Heuell | René Giebel

from EMH metering
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Side
sideby

The energy transition in Germany will 

not be possible without digitalisation 

and intelligent measurement systems. 

For certi� cation purposes, however, 

the smart meter gateways must meet 

extremely strict security requirements 

to see o�  hacker attacks and exclude 

violations of data protection law. 

TÜViT’s IT security experts have 

joined forces with EMH metering, the 

world’s leading provider of meters and 

measuring instruments, to shepherd 

such a device through the certi� cation 

process. We look back on seven years 

of teamwork.

B E A R I N G  T H E  B U R D E N  O F  T H E 
E N E R G Y  T R A N S I T I O N  T O G E T H E R

“At the end of the day, what you have here is the coming into 
close alignment of two companies which didn’t have much in 
common before,” says René Giebel, product manager at EMH 
metering GmbH & Co. KG, adding: “Also because both firms 
have always had to trust in the expertise and commitment 
of the other: TÜViT is a professional provider of IT security, 
testing and certification procedures – and our expertise lies 
in measurement and communication technology.”

The cooperation already goes back a good while: it was 
back in 2011, when the German government launched the 
“Energienetze” (Energy Grids) platform, that the move 
toward digitalising the energy transition¹ first gained some 
serious momentum. Its aim is to work with the actors in 
the energy turnaround – grid operators, administrations 
and associations – to develop solutions for the smart grid 
of the future. These, in turn, must meet some very high 
security requirements. EMH was already involved at that 
time; the company has been on the market for almost 30 
years and offers digital systems for the collection, trans-
mission, storage and distribution of energy measurement 
data. “That was when we first came into contact with the 
IT security experts at TÜViT, at least in respect of this 
particular theme,” Mr. Giebel recalls. A year later, in 2012, 
the manufacturer finally decided to enter the race, to 
invest and develop a smart meter gateway (SMGW). The 
signing of the contract with TÜViT, and, with it, the green 
light for seven full-on years, followed shortly afterwards.

1  For the energy transition, the value chain needs to be intelligently and auto-
matically joined up along its length from energy production and storage through 
to consumption, on the basis of system data. The aim is to intelligently connect 
the electricity, heat and transport sectors that are so crucial to the energy 
transition, as well as a large number of decentralised units, infrastructures and 
market players, so that new products and business models can be created.
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conditions – and they’ve constantly changed in the meantime,” 
René Giebel says by way of recollection of the beginnings of the 
collaboration. TÜViT’s initial role was to support EMH metering as 
a critical consultant: in preliminary discussions with the BSI and in 
workshops in which the teams of EMH and TÜViT formulated the 
milestones involved in the certification process. “Only later, during 
development, did we prepare the prescribed documentation for 
the certification procedure, so that all the security-related aspects 
could be evaluated by our testing laboratory in the second half of 
the project,” says Mr. Slabihoud. This includes regular vulnerability 
analyses of the source code and test cases specially developed 
for Casa 1.0. Not many testing labs are capable of  carrying the 
procedure out; TÜViT is currently the only one to have success-
fully tested several smart meter gateways in accordance with the 
“Common Criteria”. In the end, there were well over 1,000 pages of 
documentation and some incredibly long test reports.

On the home straight
Things became particularly fraught at the end of 2018: “When we 
found out how long the certification process would take, we were 
pretty dismayed to start with,” recalls Dr. Peter Heuell, Managing 
Director of EMH metering. The manufacturer was worried that the 
product would only arrive on the market very late. This major goal 
of getting Casa 1.0 through certification as quickly as possible had 
a number of implications for both partners: teamwork is much more 
than a simple question of duty. Not only was the project the most 
expensive in EMH’s corporate history, but it was also coming under 
significant political and time pressure: To avoid risk, the nationwide 
rollout of the smart measuring system in Germany was predicated 
on the provision of three certified smart meter gateways from three 

4  Manufacturers of SMGWs are obliged to implement their own safety measures along the entire 
supply chain and also to define appropriate specifications for the measuring station operators. 
The aim is to prevent any manipulation of the device and the smuggling in under the radar of 
uncertified devices.

From the beginning
“I’m convinced that we’ve been so successful because we’ve worked 
very closely together at all levels – management, project manage-
ment and experts,” emphasises Stephan Slabihoud, project manager 
at TÜViT and the member of staff responsible for the cooperation 
with EMH. This is also to some extent inherent in the product itself: 
“For certification,” the IT specialist explains, “smart meter gateways 
need to satisfy some very stringent security requirements that 
are based primarily on privacy and data security considerations.” 
The requirements are issued by the Federal Office for Informa-
tion Security (BSI)², which has taken this approach as a means 
of enforcing EU law and is also supported and advised by TÜViT: 
Mr. Slabihoud is one of the co-authors of the Protection Profile³, 
which describes the requirements that the gateway has to meet. The 
crucial principle here is that of security or privacy by design. “By 
taking full account of the security and data protection requirements 
for software and hardware at an early stage,” explains Markus 
Wagner, the member of staff responsible for software evaluations 
at TÜViT and consultant in the SMGW projects, “we’re eliminating 
potential vulnerabilities and interfaces for hacker attacks during 
the development phase.” With good reason: If someone were to 
hack into a smart meter, measurement and personal data could 
fall into the wrong hands. It’s for this reason that, in addition to IT 
security, other features such as supply chain security⁴ and a highly 
secure production environment must also be adhered to. Casa 1.0, 
as EMH’s Smart Meter Gateway is currently known, is, for this and 
other reasons, particularly securely packaged.

“Of course, we had to start by putting our heads together to work 
out these numerous and sometimes very complex framework 

2  The Federal Office for Security in Information Technology is Germany’s cyber security authority 
and is responsible for designing information security in the digitalisation process for the state, 
economy and society through prevention, detection and response.

3  The protection profile pools the security requirements for a specific IT product and is used for 
security certification in accordance with ISO / IEC 15408 (Common Criteria): The manufacturer 
explains and implements the safety functions of its product along the profile, testing bodies 
carry out inspections, and the BSI issues certifications in line with the requirements.

Intelligent measurement systems and the smart meter gateway

The switch to renewable energies requires the funda-
mental modernisation of the energy industry in Germa-
ny. When energy is generated by wind, sun or water, the 
amount produced is subject to major fluctuations. It is 
also produced decentrally, at many different locations. 
Intelligent measurement systems are designed to ensure 
the optimal use of renewable energy.

They help ensure that energy always gets to where 
it is needed or is to be stored. The gateway, which is 
an additional component to the electronic meter, is the 

central communication unit and connects the end user 
with the various market participants – for example, 
measuring stations and distribution grid operators or 
energy suppliers. It collects tamper-proof consumption 
data which are unimpeachable in terms of instrument 
calibration law in a matter of seconds and transmits 
them to the data centre of the utility company. In 
accordance with the requirements of the Federal Office 
for Security in Information Technology, the gateway 
encrypts all communication connections and controls 

access in such a way that only known subscribers 
and devices can access the data. The consumption of 
district heating, gas or water can also be measured 
by smart meter gateways. 

Households themselves can better control their 
own consumption and reduce their energy costs – for 
example, through the preferential use of consumption 
times when low tariffs apply. The systems are not 
“actively read remotely”; instead, they transmit the 
meter values independently.
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The time after certification is the time before recertification
After two other manufacturers had already successfully completed 
the certification of their smart meter gateways, Casa 1.0 was the 
next to cross the finish line: Once the BSI had handed over the 
certificate to EMH metering on 19 December 2019, there were no 
further obstacles to announcing the market launch. This duly came 
at the end of January 2020. Since then, the mandatory rollout of the 
intelligent measurement system has been underway in Germany. 
However, this doesn’t mean the end of the cooperation between 
EMH and TÜViT: “The time after certification is the time before 
recertification,” says René Giebel with a laugh. All security-relevant 
adaptations that follow from now on will need be scrutinised and 
certified afresh. The roadmap provides for a gradual expansion 
into other applications, including tariff applications, but also the 
integration of gas, heat and water as well as charging stations for 
electric cars. “We’re already developing new scenarios, and further 
implementations will follow in the foreseeable future,” he explains, 
before Mr. Slabihoud adds: “To be specific, Mr. Giebel, Mr. Wagner 
and I are in intensive dialogue about the next generation of the 
Smart Meter Gateway⁶ – there’s absolutely no time to sit around.”

manufacturers with no links to one another. “You can only handle 
the pressure if you have the long-term goal squarely in view. And if 
you’re convinced that it’s the right thing to do; that Germany can’t 
initiate an energy transition without smart grids and intelligent 
measuring systems,” emphasises Dr. Heuell, who, before joining 
EMH, was an advisor to the Federal Government’s Economics 
Committee and also supported the government in its development 
of the law on the digitalisation of the energy transition⁵.

So the partners decided to really get things moving. Every six 
weeks, meetings were held at managing director level, and the 
teams worked intensively on timing, identifying any sticking 
points and clearing obstacles out of the way. In this way, the 
partner got the most out of the next 9 months. “One of the key 
experiences during this time,” recalls Markus Wagner, “was the 
crypto workshop at the BSI.” This milestone on the agenda was 
concerned with introducing cryptographic implementation. “If a 
manufacturer isn’t well prepared, this can have a serious impact 
on the testing.” The EMH team, however, had mobilised all their 
resources in the preparation and achieved a very good result. And, 
as Mr. Wagner emphasises, they also gained the required trust of 
the inspectors and the BSI: “Thanks to the close cooperation and 
dedi cation of the EMH employees, we were able to prove that EMH 
is a manufacturer that can be relied on to develop secure software.” 
Dr. Heuell adds: “Of course, things didn’t always go smoothly, 
partly because the requirements were constantly being added to 
as a result of ongoing new insights into internationally identified 
vulnerabilities. But during this year we developed very robust 
confidence in each other. The confidence that we’re serious, that 
we’re in the same boat and can rely on one another.” 

5  The Law on the Digitalisation of the Energy Transition states, inter alia, that the conversion to 
intelligent measuring systems prescribed by EU law must avoid disproportionately high costs 
for final consumers, producers and measuring station or grid operators. It also regulates data 
security and data protection. 

6  Future generations of devices will be used not only for more complex measurements, but also 
to control electrical devices, among other things.
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