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In brief
As a recognised technology service provider, we are the global byword for security and trust,
neutrality and quality. At the same time, we have the digital future firmly in mind. Independent
engineers and IT security professionals offer excellent solutions for safety, security and quality
and in outstanding competitive position. At home in 50 countries and active in over 100, our
workforce of more than 14,000 employees supports companies in the exercise of their responsibility for people, technology and the environment. We have accompanied every industrial revolution and participated in the development of globally recognised safety standards – and we are
now also laying our part in making the world safe and secure in the digitally networked age.
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We have been working to protect people
and the environment for over 150 years.
Thanks to our services, this vision was
quickly transformed into a real and
direct contribution to the success of our
customers and to society at large.
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Always think ahead. That is our ambition. We act early to pave the way for
new technologies that were conceived
yesterday and are needed today. The
same applies to digitalisation. With our
expert knowledge, we are helping to
drive the digital transformation.

07

F R OM V ISION T O VA L UE

Visions can only create a positive value
for society if people from different
backgrounds pull together. The
TÜV NORD GROUP needs diversity.
The world needs diversity.
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WHEN A S TICKER IS A SAFE T Y THRE AT

How should a political AI strategy be designed?
This was the topic discussed by representatives
from politics and business at the AI Conference of
the TÜV-Verband on 27 October 2021 in Berlin.

With the increasingly widespread use of artificial intelligence (AI ),
both the opportunities and the risks of its use in technical applications are growing. The TÜV NORD GROUP has recognised this
potential and, as a pioneer in the market, is already offering AI
testing services.
The voice assistant built into our smartphones immediately answers that pressing question,
and that technical text in another language is translated in seconds. Artificial intelligence
is no longer a distant vision: it has long since found its way into our everyday lives.
Attempts to transfer human learning and thinking to computers with the help of data and
software and to allow technology solve problems independently are proving successful
on an ever larger scale. Transport vehicles are trundling independently through factory
halls, and machines can detect quality defects with the aid of image recognition software.
Self-driving vehicles are likely to become a fixture of life in towns and cities in the near
future. More and more companies around the world are working to refine all the new
convenient functions using the right training data for machine learning.

People want secure AI applications
When it comes to the future of AI , the fear often arises that beings like the Terminator
could take control. While this will probably remain in the realm of science fiction, there
are some very real risks that companies need to prepare for. As the use of AI spreads ever
more widely, the risks posed by faulty AI systems, data misuse or cyberattacks will also
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At the AI Conference, Dr. Dirk Stenkamp
explains why regulations are the basis for
the functional and ethical security of AI .

“Only through trust
in AI can markets and products
develop into AI investments.”
DR. DIRK STENKAMP
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increase. Dr. Dirk Stenkamp, Chairman of the Board of Management of TÜV NORD AG and
acting President of the TÜV -Verband (TÜV association), sees artificial intelligence as being
at a turning point: “We’re now seeing the move from abstract ideas to specific applications.
Only through trust in AI can markets and products develop into AI investments,” explained
Dr. Stenkamp at the TÜV AI Conference in October 2021 in Berlin.
This point is also underlined by a representative study by the TÜV -Verband on the safety of
artificial intelligence: 78 percent of people in Germany would like to see laws and regulations
put in place to regulate AI . 85 percent believe that AI products should not be launched onto
the market until their safety has been independently verified.

Innovation award for new AI testing method
This is exactly where the TÜV NORD GROUP comes in, with the work of TÜV Informationstechnik (TÜViT ). As an independent testing service provider for IT security, TÜViT
is an international leader and represents the entire IT business unit, one of six in the
TÜV NORD GROUP . Driven by its vision of trustworthy and secure AI , the TÜViT team
in Essen has been focusing on innovation since 2018, explains Dr. Henning Kerstan,
Senior IT Security Expert at TÜViT. “From the very beginning, we’ve asked ourselves
this question: What do we need if we want to enable us to test AI applications? What
would attackers do?”
In specific terms, Dr. Kerstan’s team is working on a testing tool for AI and a methodical
evaluation scheme based on that tool to analyse the security of AI applications. For this
work, Dr. Kerstan and AI specialists Vasilios Danos and Thora Markert were honoured with
the Innovation Award at the DIGITAL Leadership Convention of the TÜV NORD GROUP in
June 2021. For example, TÜViT 's own testing tool, which was developed on the initiative
of Vasilios Danos, uses special tests to measure the robustness of AI – after all, it is this
very quality that will determine whether and how well an AI algorithm can withstand
hacker attacks or natural disruptions such as weather events. Based on these test results,
which are embedded in the corresponding evaluation scheme, it is possible for the experts
to make a structured statement on the security properties of an AI system.

AI I N M O B I L I T Y
More security for artificial intelligence (AI ) in road traffic: the Federal
Office for Information Security (BSI )
and the technology company ZF
Friedrichshafen AG have launched a
joint project to investigate how the IT
security of AI systems in cars can be
tested according to generally accepted
criteria. TÜV Informationstechnik
(TÜV iT), the TÜV NORD GROUP company specialising in IT security, is also
involved as a project partner.
The findings from the project will be
used in the medium-term development
of test criteria for AI systems in the
form of a modular technical guideline.
This may influence the future development of security tests for cars and
international standardisation efforts.

The basis for AI applications is large amounts of data. An essential characteristic of AI ,
or, more precisely, of the machine learning sub-area, is the recognition of patterns in such
data. This is what the AI system learns in the training phase: during supervised learning,
images of humans and animals are shown to an AI . The AI can then recognise a cat, for
example. However, as Vasilios Danos found out in the case of a smart surveillance camera,
if it is tattooed on the arm of a thief, an image of a cat becomes a disruptive factor in a
system that is supposed to use image recognition to provide protection against intruders. If such pictures have not already been encountered in training, the thief with the
cat picture might be classified overall as a “cat” and, consequently, not trigger an alarm.
While such obvious mistakes are still easy to understand, “even the smallest changes
that are barely perceptible to the human eye can lead to a mistaken decision and thus to
serious errors,” says Dr. Henning Kerstan. This fundamental weakness in the robustness
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of machine learning is the reason why it needs to be tested. Otherwise, a small sticker
can suddenly turn a stop sign at a busy junction into a right of way sign. “AI systems
can fail in situations that we humans perceive as humdrum.” This is why the extent to
which an application can withstand such manipulations needs to be carefully examined.

Test procedures are becoming more fluid
TÜViT ’s collective expertise is creating a genuine competitive advantage for the
TÜV NORD GROUP in the increasingly attractive market for testing and certification pro-

viders: the Group is already working with some pioneering companies, for example from
the automotive sector, thereby already offering real-world added value derived from its
vision. “We’re helping manufacturers to enhance and objectively demonstrate the security
of their AI technologies,” says Dr. Kerstan. “We’re already offering testing services that
future regulation is going to make mandatory as part of a holistic system testing process.”

“We’re helping
manufacturers to
enhance and
objectively
demonstrate the
security of their AI
technologies.”
D R . H E N N I N G K E R S TA N

When testing and measuring the various AI applications, although the TÜViT specialists
can draw on their wealth of methodological experience as inspectors they also have to
take into account completely new testing tools and analytical methods. A great deal of
expertise is also required in the application and evaluation of the test. “It isn’t just a
matter of ticking a box once you’ve used a measuring device,” reports Dr. Kerstan. Since
the procedures are also constantly evolving and every use case is different, dynamic procedures will also be required in the future with regard to testing and certification work.
“We’re going to have to adopt a completely new mindset: there’s no longer a quality seal
for the status quo; instead, the testing methods are becoming more fluid.”

Putting people first
These developments also require a political response. At the European level, the findings
of the AI White Paper are being used in the specific design of a regulation; the work in
Germany is to continue the government’s AI strategy. With the newly founded TÜV AI
Lab, the TÜV -Verband is actively involved in the debate on the technical and regulatory
requirements for AI . In the development laboratory jointly operated by the TÜV companies, the idea is to follow and support the development of standards for the testing of
safety-critical AI applications. “The TÜV AI Lab is going to make an important contribution
to making AI safer and allowing its use in safety-critical areas,” says Dr. Dirk Stenkamp.
These include, for example, automated vehicles, assistance systems in medicine, and
mobile robots. Moreover, AI systems have to be able to meet certain requirements when
fundamental rights such as privacy or equal treatment are at risk. “With the development
of suitable testing methods, we’re supporting the regulation of AI which the majority of
people want and providing practical examples of its use,” says Dr. Stenkamp.
AI is a game changer which has left the policymakers floundering in its wake – and this

is why the regulatory framework needs the kind of elasticity called for by the experts at
the Berlin TÜV AI Conference in October. Dr. Dirk Stenkamp also warned against focusing
too much on risk in the evaluation of AI . Intelligently selected training data can reduce
latent discrimination, for example when it comes to granting loans. And it will also be
virtually impossible to fend off cyberattacks without the support of artificial intelligence.
“Regulation should therefore be as open to technological developments as possible,” Dr.
Dirk Stenkamp demands. “AI should be functionally secure and respect civil rights. We
need to put people first here too.”
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With the newly founded TÜV AI Lab, the
TÜV-Verband has become actively involved
in the debate on the technical and
regulatory requirements for AI and, with
the idea of an AI Testing Hub as a central
national point of contact for artificial
intelligence, is acting as a driving force.
.

15

F R OM V ISION T O VA L UE

The world needs visions. Above
all, however, it needs specific
actions that will allow the value
of those visions to unfold. This is
why the TÜV NORD GROUP has
been working for some time to
promote the safe and sustainable
use of new technologies and
developments for its customers
and society as a whole. Seven
examples show what this means
in practice.
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Speedy Assistance
Benefiting underground hazard assessments: DMT’s
geomonitoring offers disaster relief in flood areas
This service from DMT has provided some
crucial support. July 2021: in the German
Rhein-Erft district, which has been severely
affected by flooding, reliable facts are in
demand. Several houses which have been
poised on the edge of a scarp have collapsed.
Are more at risk of following suit? It’s in such
perilous situations that the DMT SAFEGUARD
monitoring platform is a reliable helper: it
measures even the smallest movements or
vibrations and uses the collected data to
evaluate risks in the subsoil. “We were quickly on site. Providing real help at very short
notice is something to be proud of,” says
Dr. Karsten Zimmermann. The geomonitoring
expert is part of a very experienced team at
DMT , which brings together experts from
various disciplines who can respond flexibly
to a wide variety of needs.
Last summer’s flood disaster hit large parts
of Germany's North Rhine-Westphalia and
Rhineland-Palatinate very hard. This made
it all the more important to stick to routines
and act professionally. When DMT is asked for
risk assessments in mining, building and civil
engineering or environmental monitoring, its
clients are usually interested in plannable safety
concepts. But fast and safe solutions are also required in the event of sudden natural disasters
such as floods or landslides triggered by heavy
rain. DMT experts joined a hastily convened
crisis team in the Rhein-Erft district, which
first met digitally and then on site. Whenever
it met, the team was always confronted with
the same urgent question: when would it be
safe for residents, tradespeople and helpers
to return to certain buildings?
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The answer to this question was supplied by
SAFEGUARD , a monitoring system based on
innovative sensors. Ground movements, vibrations, object deformations and seismicity
are constantly monitored and analysed. Data
can be evaluated and shared very quickly
and used by the experts to prepare their risk
assessment. This benefits, for example, first
responders such as THW , Germany’s disaster
response organisation, and the fire brigade,
alongside the geological service and official
bodies, construction experts and, in certain
cases, the general public.

DR. KARSTEN ZIMMERMANN

DMT, Civil & Mining Engineering Business Segment

DMT has been continuously refining SAFEGUARD for more than a decade. This proven

monitoring procedure collates data centrally
and securely, uses Web View to make them
visible and can trigger alarms. In the RheinErft district, SAFEGUARD succeeded in giving
people not only a sense of security, but also
relief and new hope.

V ISION ? VA LUE !
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The Mobility of
Tomorrow
Benefiting environmentally friendly mobility: certification of
fuel cell technology by TÜV NORD China
One of hydrogen’s key properties is that it
can combine with almost any other element.
In this case, hydrogen is also connecting TÜV
NORD China with Chinese enterprise REFIRE ,
a leading global provider of hydrogen fuel
cell technology. “We often work with leading
companies in many fields,” says Rilian Zhu,
Operations Director at TÜV NORD China Mobility. “Our customers appreciate our breadth
of expertise and the successes we’ve accumulated from past projects.” And REFIRE is no
exception: Mr. Zhu and his team have used
their expert knowledge in the field of hydrogen
propulsion systems to support REFIRE in the
testing and certification of the PRISMA VI
fuel cell system. Fuel cells in PRISMA VI split
hydrogen atoms to generate emissions-free
energy which is suitable for use, for instance,
in the propulsion systems of lorries and buses.
For PRISMA VI fuel cell systems to be licensed
for sale on the European market, however,
they need a European EMC certificate. It’s for
this reason that TÜV NORD China has been
supporting the company in the preliminary
stages of its certification process with rigorous
audits and evaluations. ECE Regulation No. 10
governs the electromagnetic compatibility of
vehicles and their components. This means
that electronic equipment or systems must
be able to function perfectly in their environments without generating impermissible disruptive electromagnetic fields in the process.
Certification by a recognised and experienced
testing service provider such as TÜV NORD
China is allowing REFIRE to access European
markets while also making history in a small
but significant way: Prisma VI is the first fuel
cell system from China to have been awarded
this certification.

RILIAN ZHU

TÜV NORD China Mobility, Operations Director

TÜV NORD China und REFIRE are set to con-

tinue their collaboration. Mr. Zhu is optimistic:
“In the context of international collaboration,
REFIRE will be able to move its vision of introducing of hydrogen-powered mobility onto the
European market one step closer to reality.”
Further projects are already in the starting
blocks: TÜV NORD China plans to cooperate
with other leading companies from various
industries and aims to support its customers,
for example, in the development of fuel-cell
cars and ammonia fuel cells.
Things are currently looking good for the future of hydrogen technology. Thanks to their
promise of pollution-free energy generation,
ever closer attention is being paid to fuel cells.
“Deriving energy from hydrogen is still very
expensive, but we’re confident that this type
of fuel will unleash a revolution. This is being
confirmed by developments in the sector,
such as REFIRE ’s PRISMA VI ,” Mr. Zhu says.
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Sustainable
Quality
Benefiting sustainable food and products:
organic certification from Italy
In the age of climate change, high quality food
which has been sustainably produced is in demand. To ensure that these twin requirements
can be met is the task of the Controllo e Certificazione (CCPB ) organic certification body,
headquartered in Bologna, Italy. The company’s support for the TÜV NORD GROUP ’s food
business segment is making a big difference,
particularly when it comes to the interaction
with other certification companies and food
laboratories. Lorenzo Pileri, CCPB ’s Managing Director, is sure of one thing: “The best
way to guarantee sustainability is through
organic production. The organic dimension
brings together important pillars such as
environmental protection, biodiversity and
ethical and social considerations.” This is a
view shared by the European Union, which
has placed a sustainable food system at the
heart of its Green Deal. According to regulations first introduced in 1992, products may
only be declared “organic” in the EU if an
independent monitoring body has approved
them as such, and CCPB is one such organisation. Although CCPB is primarily focused
on the organic issue, it has developed further expertise over the years and now offers
over 80 certification services. These include
GLOBALGAP , BRC and IFS to improve food
safety, certifications for traceability systems
in the agri-food sector such as ISO 22005 and
environmental product declarations (EPD s).
With the GOTS certification for sustainable
textiles and organic production certification
in the cosmetics industry, CCPB is also active
in industries outside the food sector.
CCPB staff conduct audits to assess whether

customers are complying with all the necessary regulations. Once the audits have been
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LORENZO PILERI

Managing Director, CCPB

successfully completed and the documents
verified, CCPB issues the organic production
certificate. “The process leading up to organic
certification has a lot of different elements,”
says Mr. Pileri. “Comprehensive verification
and transparent tests are the only way to
prove the high quality of the products and
the sustainability of their cultivation” – and
this applies all over the world. The EU has
concluded agreements under which certified organic products, such as those from
the CCPB , can be declared organic and sold
worldwide. “CCPB is recognised as an organic
certification body in over 50 countries,” Mr.
Pileri explains.
The EU ’s line is clear: products in all industries
need to become more sustainable. Organic
farming can help here, but it is not only in
agriculture that organic production is a proven
method of achieving this objective. “There
are now other certifications which, when
combined with organic certificates, are of
real use in different industries and areas. This
is why CCPB offers a whole range of related
certifications with a global perspective,” explains Mr. Pileri. All CCPB certifications have
one common aim: to improve sustainability.

V ISION ? VA LUE !
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One Step Ahead
Benefiting data encryption: protecting computers from
cyberattacks using post-quantum cryptography
For many computer experts, 2019 marked the
start of a new era for IT : this was the year in
which the Internet giant Google announced
that it had put one of the world’s first quantum
computers into operation. Quantum computers do not function like normal computers
with bits and bytes, but follow the complex
laws of quantum mechanics. This gives them
access to hitherto inconceivable computing
power.

cryptography,” says Ms. Kogelheide pithily. As
an IT security expert, she examines hardware
in the laboratory with regard to the security of
its encryption methods and advises customers
on how to effectively protect their computer
systems with suitable cryptography.

TÜViT is keeping a close eye on the progress

of quantum computing technology. For the
supercomputers of the future, data encryption
methods which are currently considered absolutely secure will no longer be an obstacle.
Although quantum computers will not come
onto the market for a further 10 to 30 years
and even then only as exotic rarities, today’s
cryptography needs to be brought up to the
standard of tomorrow as quickly as possible to
ensure that it will remain secure in tomorrow’s
world. After all, many data and products have
very long life cycles, and IT systems need to
be protected from cyberattacks even in the
age of quantum computers. “The good news is
that what we call post-quantum cryptography
already offers protection against attacks by
both quantum and conventional computers.
It can also be used to effectively protect
conventional binary computers,” explains
Lucie Kogelheide, Information Technology
Security Consultant at TÜViT . The “post” tag is
important here. This is because, unlike quantum cryptography, this method also protects
conventional computers. “So you don’t need
a quantum computer to use post-quantum

L U C I E KO G E L H E I D E

TÜViT, IT Security Hardware Evaluation

The consulting and testing work which TÜViT
is conducting in tandem with the development
of the technology is indispensable, especially
when it comes to converting conventional
encryption to post-quantum cryptography.
Unlike today, these procedures will not offer
just one standard for all systems and applications. This means that users will need to
select the right algorithm for their application.
Added to this is the issue of protection against
attacks by conventional computers, which
will of course still need to be maintained.
“What this means is that the demands on
cryptography will continue to grow, as will
the need to select the right algorithm and get
the right advice in this area,” Ms. Kogelheide
says, summing up the task ahead.
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Certified Flights
Benefiting flying safety: unmanned aerial vehicle
certification from Spain
The employees of ALTER TECHNOLOGY (ATN )
have every reason to celebrate. The Entidad
Nacional de Acreditación (ENAC ) has awarded
them a specific accreditation, as confirmed
by the Agencia Estatal de Seguridad Aérea
(AESA ): This marks the first time that a European company has been authorised according
to EU regulation 2019/945 as a Notified Body
for the conformity assessment of unmanned
aerial vehicles (UAV ). Behind the scenes of
any accreditation is always a long process
and hard work. As Julián Gallego, Testing and
Certification Manager at ATN , recalls: “We
started the accreditation process in 2020.
We’d been dealing with this area long before
then, in that we’d been working on our internal
processes and procedures.”
Not everything that can fly is actually allowed
to do so. Since UAV s fly at an altitude of
no more than 120 metres, much lower than
aircraft, there is more risk involved for people on the ground below. It’s for this reason
that, since 2021, UAV s have been required to
have a CE mark and a UAS class identification
label, the guidelines for which are set out in
Directive EU 2019/945. The UAV classes from
C0 to C6 determine the minimum distance
which these unmanned aerial vehicles must
keep from uninvolved third parties and residential, commercial or industrial areas when
in flight. UAV s in classes C0 to C4 belong to
the “open” category, meaning that pilots don’t
need a license or permit to fly them. In other
words, there are already rules in place. And
yet, it isn’t always clear which UAV s belong
to which categories. ATN is now authorised to
classify UAV s in the open categories of classes
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C0 to C4. With the aid of various laboratory
and flight tests, ATN ’s role is to ensure that
UAV s fulfil the statutory requirements in their
various classes.

JULIÁN GALLEGO

ALTER TECHNOLOGY, Testing and Certification

Manager

But precisely which criteria must a UAV satisfy before it is permitted to take to the skies?
“There’s no way you can fly a UAV unless
you have complete mastery of its operating
system,” says Mr. Gallego pithily. “This is the
main reason for the development of specific
safety testing procedures.” In the laboratory,
specialists test the individual parts for secure
and safe functionality. Once at the airfield,
the staff test whether the UAV can be safely
controlled by a sufficiently skilled remote
pilot in terms of stability, manoeuvrability
and performance of the command and control connection and in accordance with the
manufacturer’s instructions. The ATN team is
thus playing its part in ensuring that there
will be far fewer accidents involving UAV s
in the future.

V ISION ? VA LUE !
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Safe Driving
Benefiting drivers: safe and secure software updates
for vehicle electronics
Modern cars are increasingly turning into
computers on wheels. The use of complex
software structures will be required for the
realisation of future vehicle functions for
automated and connected driving, but even
everyday tasks such as controlling lighting
or air conditioning would no longer be conceivable without calculation algorithms. In
the future, system updates – for example
to correct errors or expand functions – will
simply be downloaded to the car via a mobile
connection or wireless LAN , as is currently the
case with PC s and smartphones. In the first
instance, manufacturers are for the most part
using these “over-the-air” updates primarily
for comfort and infotainment systems: for
example, to add a new road map to the satnav.
“In the future, over-the-air software updates
will also be carried out for homologation and
safety-relevant vehicle functions and have to
be evaluated with regard to possible safety
risks and effects which have a bearing on
approval,” explains Heiko Ehrich, Head of
Department Automotive Electronics at TÜV
NORD Mobilität.
As in all areas of road traffic, safety must
be given the highest priority. With the introduction of UN -R156 in 2021, an approval
regulation was created to ensure the future
safety and traceability of software updates
in vehicles. To comply with the regulation,
the manufacturer must prove that it has implemented a Software Update Management
System (SUMS ) to evaluate the effects of the
software adjustments on vehicle functionality
and ensure that they are implemented in its
vehicles.

H E I KO E H R I C H

TÜV NORD Mobilität, Head of Department

Automotive Electronics

Only when the SUMS has been certified by
the approval authority is the manufacturer
cleared to be granted UN -R156 system approval for the vehicle type. TÜV NORD Mobilität is supporting the manufacturers as a
technical service provider in this two-stage
procedure. “First of all, we audit the manufacturer’s SUMS and assess the processes it
has in place to evaluate, develop and install
software updates. In the second stage, we
test the vehicle technology used to install
the software updates in the control systems,”
Mr. Ehrich says. Drivers of future vehicles will
benefit from this new technology, as software
updates enable keepting safety and security
of vehicles up to date."
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Digital Supplement
Benefiting training: modernising teaching at
TÜV NORD Bildung nursing training schools
Carmen Ndokon Dingong makes no secret
of how proud she is. The head of the Bergkamen nursing school is delighted with the
way training at TÜV NORD Bildung has been
modernised. “We’ve become more digital,
effective and flexible,” says the manager and
trainer. A new blend of face-to-face and digital
teaching is having its effect in Bergkamen and
other places, improving nursing training and
attracting a great deal of interest. “In 2021,
we had more applications than ever before,”
reveals Ms. Ndokon Dingong.
During the coronavirus pandemic, a new aware
ness of nursing as a profession of fundamental value has emerged. This increase in appreciation is motivating nursing staff and boosting
interest in good nursing training. The new
teaching concepts from TÜV NORD Bildung are
paving the way to a form of learning that is
appropriate for the modern age. It’s a perfect
time to try out new things. Since 1 January
2020, one generalised training course has
brought together the professions of geriatric,
general and paediatric nursing in Germany
under one roof. The day-to-day programme of
learning is correspondingly diverse. Trainee
nurses learn, for example, about the nuances
involved in the physical care of babies, adults
and the elderly. Interactive dolls are used to
raise awareness of the differences. Alongside
everyday tasks, such as skin and hair care,
they can also be used to practise particular
skills. These include simulating elevated blood
pressure or a situation in which a patient collapses. The reactions of the students to such
emergencies and various clinical pictures are
filmed and then discussed. In this way, the
knowledge is securely transmitted.
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C A R M E N N D O KO N D I N G O N G

Head of Bergkamen nursing school TÜV NORD Bildung

Nursing training thrives on proximity, interaction and practical experience. To reconcile the
need to promote good training practice with
the observance of social distancing as an important coronavirus measure, TÜV NORD Bildung makes use of technical support. Here’s
a shining example: at the nursing school in
Bergkamen, all the trainees receive a free
tablet PC with a camera and microphone. This
allows physical distances to be bridged and
knowledge gaps to be closed. “Our students
can participate flexibly in online lessons and
use the tablet to do independent research.
This makes them more independent and increases personal responsibility,” says Ms.
Ndokon Dingong. She continues to see faceto-face teaching as the basis for thorough
and meticulous training. But these digital
aids are making an important contribution
to qualified and effective nursing training.
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In the energy transition, a lot of hope has been
pinned on hydrogen as one of the cleanest energy
sources in the world – albeit only if the entire life
cycle from production to transport is environmentally friendly. The TÜV NORD GROUP has been
working in this field for around a decade and is
currently pioneering the development of a sustainable and safe infrastructure for hydrogen. Silvio
Konrad, Managing Director of TÜV NORD Systems,
and Dr. Carsten Gelhard, Head of HydroHub,
explain in an interview the contribution the
TÜV NORD GROUP is making to the hydrogen
market and which projects the company is
carrying out.

M O V I N G S A F E L Y I N T O A S U S T A I N A B L E F U T U R E

The Port of Hamburg has the
ambition to become an important
hub for hydrogen imports. The
TÜV NORD GROUP is supporting the
city of Hamburg in this project.

Mr. Konrad and Dr. Gelhard, what benefits do you see in hydrogen as
an energy carrier?
SILVIO KONRAD At the TÜV NORD GROUP we believe that hydrogen could catalyse a revolution in the energy and industrial sectors and make a significant contribution to climate
protection. The great value of hydrogen lies in its versatility, which makes it possible
to build bridges between sectors such as energy, mobility, agriculture and other areas.
DR. CARSTEN GELHARD If the energy transition is going to succeed, we need alternatives
to fossil fuels, and hydrogen is going to play a key role here. The advantage of hydrogen
is that its properties allow for a high degree of flexibility in energy supply. Electrolysers
used to produce hydrogen, for example, can absorb excess amounts of energy and feed
it into the power grid when required. With this integrated energy system, the hydrogen
economy could make a significant contribution to the security of supply in the entire
energy landscape.

The TÜV NORD GROUP has intensified its work on hydrogen in recent years.
Why is this?
SK Hydrogen isn’t a new field for us. We set up some hydrogen filling stations at the Port
of Hamburg a good ten years back. However, we’ve redoubled our efforts in this area
because there’s been a rethinking of hydrogen technology in politics and business. Our
customers are now increasingly asking for services in this area, one example being copper
producer Aurubis, which is converting its anode production from natural gas to hydrogen.
We carried out a risk assessment for Aurubis and provided safety-related support in the
commissioning of this pilot project. The growing market demand means that we need to
expand our knowledge but also to adapt existing services and develop new ones.
CG The TÜV NORD GROUP has the clear goal of driving forward the energy transition
and leading its customers and society safely into a sustainable future. We aim to use
our expertise to help shape the development of an infrastructure for hydrogen. To get
ourselves in the position to do this, we’ve set out in a new direction that brings together
different business segments within the Group. The best example of this is the founding
of HydroHub, an initiative of several companies from the TÜV NORD GROUP . With this
brand, we’re pooling our expertise in the areas of consulting, training and engineering
and offering these services on the hydrogen market.
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So what are the challenges facing the hydrogen economy right now?
CG The biggest challenge lies in the fact that we’re currently in the market ramp-up phase.
This means that there are still lots of open questions, such as how the gas network can be
converted to hydrogen. We’re helping our customers with the transformation process in
all phases from strategic planning and conceptual design through to the implementation
of the required systems. In the initial phase, for example, our experts are carrying out
market analyses, formulating location strategies and developing concepts for a sustainable
supply chain. We’re also presented with the challenge that huge amounts of electricity
from renewable energies are required for the environmentally friendly production of
hydrogen. That’s why the HydroHub in the TÜV NORD GROUP is currently focusing on
supporting the development of a hydrogen infrastructure. As soon as the infrastructure
is in place for everything from generation to application, hydrogen will boom.

“We want to
use our expertise
to help shape the
development of an
infrastructure
for hydrogen.”
DR. CARSTEN GELHARD

Head of HydroHub

SK Hydrogen is still being used sparingly just now because the policymakers haven’t
yet come up with the regulatory framework necessary for reliable investments running
into the billions of euro. Here, too, we’re helping to define the framework conditions for
a successful hydrogen economy within local and international networks. For example,
we’re a member of the Hamburg Renewable Energy Cluster and the Hydrogen Advisory
Board in Essen, and we’re also represented on the World Energy Council and Hydrogen
Europe. In these bodies, we’re using our many years of accumulated knowledge to steer
projects to a successful outcome.

Let's stay with this question for a moment: which specific projects is the
TÜV NORD GROUP pushing ahead with?
SK In the “WindH₂” project, we’re working with companies from various industries to
set up an integrated energy system in Salzgitter. We also supported the construction
of a wind farm for Avacon, a regional energy supplier, the green electricity from which
is now being used to power an electrolyser built by Siemens Energy. This electrolyser
in turn is producing green hydrogen, which is then transported by Linde, an expert in
process gases, to the Salzgitter steel group. Once delivered, the hydrogen gets used
as a low-carbon energy source for steel production. We’ve provided safety-related
support for each of these stages. “WindH₂” emphatically demonstrates how effectively
hydrogen can bring different sectors together.
CG The port city of Hamburg wants to set itself up as a national and international hub
for hydrogen imports in the coming years. A site like Hamburg is particularly important for an industrialised country like Germany, which has to import the majority of
its energy. We were commissioned by Hamburg to evaluate the technological options
for various hydrogen carrier materials, and we clearly and comprehensively communi
cated the advantages and disadvantages from an ecological, economic and safetyrelevant point of view and contributed to the discussion about the required hydrogen
infrastructure. As you can see, creating a hydrogen infrastructure is one of the key
issues. In a general planning capacity, the experts from the TÜV NORD GROUP are also
supporting terranets bw in the construction of a new 100-kilometre section of a South
German natural gas pipeline which is earmarked for the future transport of hydrogen.
So, with our expertise, we’re making a significant contribution to energy security.
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Once safe and sustainable infrastructure is in place, from production
through to transport and application,
hydrogen will be an unstoppable force.

What goals has the TÜV NORD GROUP already achieved in relation to hydrogen?
SK In 2021, we achieved and in some cases even exceeded our ambitious targets. For
example, we drove various innovations without using up our entire budget. We also
generated sales through projects in our first year, showing that hydrogen projects can
be profitable even under the current conditions. Our pioneering status in the energy
transition is a strong motivator for our employees.
CG We want to use our services to position ourselves as a key player in safety, sustainability and reliability in the hydrogen economy. As I see it, we reached two major milestones
in 2021. On the one hand, thanks to the close cooperation between the various business
units, we’ve seen the development of much stronger internal coherence. On the other,
alongside our classic inspection business, the broad range of expert knowledge in our
various divisions and companies has helped cement the status of the TÜV NORD GROUP
as a leading service provider in the hydrogen economy under the HydroHub brand.

What will be at the top of the TÜV NORD GROUP’s hydrogen agenda in the future?
CG One key theme is the development of a uniform classification system with transparent
characteristics for sustainable hydrogen. Although hydrogen is an emissions-saving energy
carrier, when it comes to sustainability we need to look at the entire value chain from
production to transport and application. At the same time, economic and social criteria
must be taken into account alongside ecological factors when it comes to evaluating the
sustainability of hydrogen.

“We see hydrogen
as a revolution in
the energy and
industrial sectors.”
S I LV I O KO N R A D

Managing Director at TÜV NORD Systems

SK We also want to integrate other technological fields into the hydrogen economy.
For example, in the case of offshore wind farms, the question arises as to whether they
can produce green hydrogen as an integrated system. These are questions that we will
continue to deal with in the future, and we’re going to use our expert knowledge to push
ahead with the development of a safe and sustainable hydrogen infrastructure.
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